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1
Decision/action requested

It is proposed to add the new Key Issue on SUCI-to-SUPI mapping for the FN-RG to TR 33.807 [1].
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3
Rationale

The Key Issue proposed in this contribution is based on a solution submitted to SA3#94ad-hoc in Stockholm [2]. This contribution takes into account the comments received at SA3#94ad-hoc, as well as the results of SA2#132 that was held between SA3#94ad-hoc and SA3#95.

One comment received at SA3#94ad-hoc was that the key issues addressed in [2] were not relevant. We address this comment by adding a new relevant key issue to TR 33.807 [1], in this contribution.

At SA2#132, a baseline for the FN-RG registration procedure was added to draft-TS 23.316 [3], in clause 7.2.1.3. In step 5, it states that "[t]he AMF may need to map SUCI to SUPI". Step 5 also contains an Editor's Note, stating that "Steps 6-10 [the SUCI deconcealment steps] can be later consolidated into a box in reference to the SA WG3 specification".
As a consequence, mapping of SUCI to SUPI for the FN-RG needs to be studied in SA3. We propose to add the below Key Issue accordingly.
4
Detailed proposal

*** BEGIN CHANGES ***
5.X
Key Issue #X: SUCI-to-SUPI mapping for the FN-RG
5.X.1
Key issue details
During registration of an FN-RG, the AMF may need to map the SUCI of the FN-RG to the corresponding SUPI. 

Architectural requirement: Solutions to this key issue should describe how the AMF performs mapping of the SUCI of an FN-RG to the corresponding SUPI.
5.X.2
Security threats
If the visited network performs mapping of the SUCI to the SUPI, the home operator may not be able to control whether authentication of the FN-RG by the W-5GAN is sufficient.
5.X.3
Potential security requirements
If the visited network performs mapping of the SUCI to the SUPI, it should be performed in such a way that the home operator is able to control whether authentication of the FN-RG by the W-5GAN is sufficient for the subscriber in question.
*** END CHANGES ***
